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***
BEGIN CHANGES
***
13.2
Application layer security on the N32 interface 

Editor’s Note: It is FFS how each JSON IE in the message is identified during parsing, and how each of these IEs need to be protected. 
 It is FFS how binary data in the message payload is identified during parsing, and how it is protected.
Details of how sensitive contents in Request-URI are identified and protected is FFS.
Details of how sensitive information in HTTP Headers is identified and protected is FFS.
Details of how the receiving SEPP verifies the message is for FFS. 
It is FFS how the receiving SEPP restores the original message from the received protected message.
Negotiation and agreement on the cipher suites between the two SEPPs is FFS.
Renegotiation of cipher suites between the two SEPPs is FFS
Key management aspects that includes key distribution and key agreement aspects are FFS.

Editor's Note: Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.  

Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 

13.2.X
Security policy provisioning for SEPP
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Figure 13.2.X-1: Security policy provisioning for SEPP
1. The cSEPP (the SEPP in the consumer PLMN) shall send a service discovery request to the pSEPP (the SEPP in the producer PLMN). The service discovery request message shall include the name of the required service (service 1) and the PLMN-ID of the producer PLMN.

2. The pSEPP shall send the discovery request message to the pNRF. The pNRF shall generate the authorization token of the service 1, and send it to the pSEPP.

3. The pSEPP shall send a security policy request message to the pPCF. The pPCF shall return the security policy of the service 1 and the security policy of service authorization to the pSEPP.

4. The pSEPP shall send the security policy of service 1, the security policy of service authorization and the protected (e.g. encrypted) token in the service discovery response message. The pSEPP shall protect the token based on the security policy of service authorization.

4a. Upon receipt of the service discovery response message from the pSEPP, the cSEPP shall verify the token in the response message based on the security policy of service authorization. In addition, the cSEPP may send a security policy notification message based on its own configuration, which shall include cSEPP-supported security policies.

***
END OF CHANGES
***
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